Mc ich, vn cn gii quyt

Chuyn i s la s dng cong ngh s va da trén d liu s. Trong qué trinh trin khai ng dng CNTT, Chinh ph
in t va chinh quyn in t & hinh thanh mt s ¢ s d liu. Tuy nhién, nhiu ¢ s d liu hin ¢ tn ti ri rac, c bit 1a
khéng y , cha m bo cht Ing va tinh duy nht s dng hiu qu, khéng ¢ chia s s dng chung cho toan
thanh ph. Kho d liu ¢ xay dng gii quyt vn 06, ng thi thc hin chc nng thu nhn ngay d liu s ca cac ng
dng xay mi, phét sinh mi bo m tp hp, s dng d liu s ¢ quy c trong thi gian n.

T nm 2020, thanh ph & tin hanh nghién cu, hinh thanh nn tng Kho d liu dung chung (giai on 1) tng
quat, linh hot, c6 kh nng thu nhn, hp nht d liu n t nhiu ngun, h tr lam sch, chun héa d liu phan tich,
x ly d liu In, ra quyt nh da trén d liu; cng nh 1& u mi duy nht chia s d liu cho cac ¢ quan khac khai
thac, s dng, cung cp d liu m cho ngi dan va doanh nghip.

Kt qu t ¢c n nay nh sau:

- a tich hp v Kho d liu dung chung 9 ngun d liu: CSDL céng déan; CSDL nhéan, h khu; CSDL doanh
nghip; CSDL bo him xa hi; CSDL cp phép xay dng; CSDL cp phép lai xe; CSDL du Ich; CSDL t ai;
CSDL mai trng. Chi tit: 112 bng d liu; 1.149 trng d liu; 7.669.915 bn ghi.

- & xay dng 58 chun, 252 quy tc d liu (vi d: CMND/CCCD ch c6 9 s hoc 12 s; ma quc gia theo
TCVN 7217-1: 2007; m& n v hanh chinh theo quy chun 124/2004/Q-TTg;...).

- Théng qua b Ic d liu; & phat hin khong 10% bn ghi d liu khéng ap ng quy tc d liu. S Théng tin va
Truyn théng & phi hp vi cac ¢ quan ch qun ngun d liu lam sch d liu va a vao Kho d liu chun héa.

Trén c s Kho d liu ¢ lam sch, chun héa, cac c quan, a phng a tich cc khai thac, s dng cung cp dch
VvV s, to ra gia tr mi.

Thanh ph a Nng a trin khai thi im s dng d liu in t (CSDL t ai, CSDL nhéan h khu, CSDL doanh
nghip) thay th thanh phn h s th tc hanh chinh phi np ti hu ht cac s, nganh cé lién quan va UBND

cp qun, phng.

Thanh ph a Nng cng & phan tich, khai thac, s dng d liu phc v céng tac phong chng dch COVID-19
ch ng, hiu qu nh khai thac CSDL bo him xa hi, CSDL doanh nghip cp Giy i ng QRCode; phan tich
d liu khai bao y t bit, cnh bdo sm ngi c6 nguy c (ho, st, ngi v t ving dch, tip xdc vi FO0)...

T Kho d liu, & h tr phéan tich d liu kinh t - x& hi phc v cdng tac ch o, iu hanh, ra quyt nh ca lanh o
thanh ph, c bit la trong phong, chng dch COVID-19 va qua. T 6 gop phn nang cao s tin tng ca lanh
0 cac cp a phng v tinh hiu qu ca d liu s, to thoi quen xay dng va chia s d liu s gia cac ¢ quan, n v.

T Kho d liu, thanh ph a Nng & m d liu ca ¢ quan nha nc; n nay a cung cp gn 600 d liu m cho ngi
dan, doanh nghip khai thac théng qua API, SMS, Zalo, web.

Hinh 1: Giao din H thng Kho d liu dung chung thanh ph & Nng

Kho d liu dung chung (ti a ch https://khodulieu.danang.gov.vn) la mt trong nhng hp phn ca Nn tng
0 th théng minh (Smart City Platform) theo hng dn ca B Théng tin va Truyn théng ti Céng vn s
4176/BTTTT-THH ngay 22/11/2019. Hin nay, Kho d liu dung chung (giai on 1) ap dngi vi d liu cé
cu trac, ang tip tc m rng ap dng vi d liu phi/ban cu tric.

Céch lam, hiu qu mang li
1. Thc trng

Vi s xut hin ca hang triu thit b théng minh nh in thoi di ng, camera, cm bin..., d liu sinh ra ngay



cang phc tp, khi Ing d liu In, tc tng trng nhanh, yéu cu x ly theo thi gian thc, a dng v chng loi gm cé
cu trdc, ban cu truc, phi cu tric. S phc tp nay khin cho cac phn mm qun ly d liu va bao cao nghip v
théng thng khéng con phu hp vid liu In.

Ti thanh ph a Nng, d liu con cét c, ri rc, cha c tich hp, qun ly thng nht h tr vic ra quyt nh. N Ic trin
khai trc tich hp d liu va cac dch v d liu cng ch gii quyt c vn cung cp d liu n I. S thiu s6t va thiu tinh
chun x&c, s sai Ich, khéng khp nhau v Ic d liu (data schema), khdng toan din v d liu khin cho vic s
dng d liu hp nht t nhiu ngun gp nhiu khé khn. &y cng la vn ma th gii ang tp trung gii quyt.

Gii phap phu hp cho vn néu trén la xay dng mt nn tng d liu (Data Platform) tng quat, linh hot c6 kh
nng thu nhn, hp nht, chun héa d liu n t nhiu ngun, h tr lu tr, phan tich, x ly d liu In.

Do 6, m bo trin khai hiu qu thanh ph théng minh, thanh ph a Nng a phat trin nn tng Kho d liu dung
chung nhm h tr I1anh o thanh ph ra quyt nh chinh x&c, ti u, cung cp tri thc, hiu bit v qué trinh hot ng
ca 0 th, d bao s phat trin kinh t xa hi thanh ph.

Vic xay dng nn tng Kho d liu dung chung thanh ph a Nng la mt trong nhng nhim v quan trng, cp thit
va phu hp vi xu hng chuyn i s, xay dng thanh ph théng minh hin nay ca Trung ng va thanh ph.

2. Mc tiéu

Hinh thanh Nn tng Kho d liu dung chung c6 kh nng x ly a dng cac loi d liu (c6 cu trac, ban cu tric,
phi cu trac), hp nht d liu t nhiu ngun d liu khac nhau, lam sch, chun héa phc v khai ph4, phéan tich d
liu In, h tr ra quyt nh da trén d liu, s dng d liu to ra gia tr mi, phat trin cac sn phm/dch v mi.

3. M6 t h thng
a) Quy trinh x ly d liu

Nn tng Kho d liu dung chung thanh ph & Nng gm cac thanh phn 16i sau ay (c phan tich, thit k, va
hoan toan lam ch v céng ngh):

- ETL (Extract-Transform-Load): T phét trin cong ¢ ETL m bo kh nng x ly a dng cac loi d liu.

- Data Lineage - lu vt ngun gc d liu: Lp h s v ngun d liu ¢ thu nhn va anh x t d liu ngun n d liu trong
h thng.

- Data Governance - qun ly cac lung thu nhn d liu cng nh d liu & c thu nhn vao h thng. D liu tn ti
trong h thng ¢ phéan lam 2 loi: (1) d liu khéng hp chun,, ¢ lu kho cha DQS (Data Quality Storage)
va (2) d liu & chun héa (Normalized Data Storage).

- Data Firewall - 4p dng cac quy tc kim tra tinh hp chun ca d liu. Cac quy tc kim tra tinh hp chun ca
d liu ¢ xay dng da trén tp hp céac tiéu chun cho cac loi trng d liu.

- Data Flow Designer - nh ngha lung thu nhn d liu, cho phép ngi dung la chn ngun d liu, ich n ca d
liu khi thu nhn vao h thng, xay dng céac biu thc chuyn i anh x d liu u vao, thit Ip céc tiéu chi anh gia
kh nng trung Ip d liu.

- Data Flow Executor - thc thi lung thu nhn d liu: hp nht d liu, kim tra tinh trung Ip d liu, kim tra tinh
bo toan tham chiu d liu trc khi lu vao h thng. Qué trinh thc thi ¢ ghi nht ky co6 th truy vt khi cn.

Hinh 2: Quy trinh x ly d liu

b) M6 hinh tng th Nn tng Kho d liu dung chung thanh ph & Nng



Nn tng Kho d liu dung chung xay dng theo kin trdc micro-service, kin tric hng dch v (SOA); c¢é tinh
mod-un héa (modularity) m bo kh nng phan tach thanh cac phan h thun li trong qun ly kin tric h
thng; da trén cac tiéu chun m (open standards) h tr n gin hda vic tich hp vi cac nn tng va h thng
khac; c6 kh nng chu li (fault-tolerance), c6 kh nng m rng ma khéng phi thay i kin trdc h thng; m bo
hiu nng cao vi ¢ ch hot ng song song, a lung trong méi trng phan tan, truy xut d liu nhanh khi d liu
ngay cang In theo thi gian, m bo s Ing giao dch nhiu ngi cung Idc. Tuy theo mc, quy mé d liu ca
thanh ph, h thng c6 th ¢ nang cp h tng phn cng mt céch linh hot.

Hinh 3: M6 hinh tng th Kho d liu dung chung thanh ph & Nng

¢) Chc nng h thng

- Nn tng Kho d liu dung chung la h thng cho phép thu thp, trich xut, chuyn i, lam sch, chun hoa, lu
tr, qun ly; t 6 phc v trin khai Chinh quyn in t, chinh quyn s, thanh ph théng minh:

+ Chia s d liu, dung chung cho céc ng dng ca cac ¢ quan nha nc;

+ Cung cp d liu cho Cng d liu m thanh ph (https://congdulieu.vn hoc
https://opendata.danang.gov.vn) cbng khai théng tin, chia s d liu cho ngi dan, cho doanh nghip h
tr khi nghip, sang to;

+ Cung cp d liu phén tich, x ly, khai pha va h tr ra quyt nh;...
- Mt s im ni bt ca Kho d liu thanh ph a Nng nh sau:
+ Da trén céng c ETL (Extract-Transform-Load) t phéat trin.

+ Lam vic vi a dng loi d liu (c6 cu truc, ban cu trac, phi cu tric) n t nhiu ngun khac nhau (excel,
CSV, d liu camera, mng x& hi, logdfile, thit b IoT, d liu GIS...).

+ Cho phép nh ngha tuy bin lung thu nhn, kim tra, hp nht va chun héa d liu mt cach linh hot.

+ Cung cp C ch “tng la d liu" (Data Firewall) gitp Ic d liu khéng hp chun, cho phép ngi qun tr d liu
thc hin chun héa. Tng la d liu 6ng vai tro la b Ic tuy bin ¢ cho tng lung thu nhn d liu c th. Cho phép
ngi dung tinh chnh tham s phat hin s trung Ip d liu trong qué trinh thu nhn.

+ Cung cp cac c ch x ly d liu song song (parallel processing), x ly theo 16 (batch processing), x ly
theo thi gian thc (streaming processing).

+ Cung cp cac c ch qun tr d liu (Data Governance), kim soat d liu va siéu d liu nhm m bo luén cha
cac d liu sch va chun héa: Qun ly siéu d liu (Metadata); Qun ly danh mc d liu (Data Catalog); Qun
ly cht Ing d liu (Data Quality), h tr vic nh ngha cac quy tc cht Ing d liu (rules and standards), cung
cp ¢ ch lam sch (cleaning) va hiu chun (transformation and standardization) da trén cac quy tc cht
Ing d liu; Qun ly vong i ca d liu; Qun ly ngun d liu (Data Lineage); Bo mt d liu (Data Security).

+ Tich hp vi Trc tich hp lién théng thanh ph LGSP, H thng théng tin Chinh quyn in t thanh ph a
Nng; sn sang kt ni vi Nn tng tich hp chia s quc gia (NDXP),... Cung cp dch v chia s d liu (bao gm d
liu thd, d liu chun hoa, d liu phan tich) cho Trung tdm giam sat iu hanh théng minh va cac h thng
ng dng khac.

d) Cong ngh s dng

H thng s dng cac céng ngh D liu Ln (Big Data) xay dng va qun ly H d liu (Data Lake) cho phép thu
nhn, x ly hp nht d liu. S dng cac cong ¢ phan tich x ly d liu In ma ngun m nh Kafka, Hadoop, Hive,



Spark..., hiu chnh, khp ni to thanh h thng nn tng d liu toan din.
) Kh nng kt ni, h tr ti cAc nn tng va h sinh thai lién quan

- Thanh ph & Nng & xay dng Trc tich hp lién théng LGSP va kt ni, tich hp vi Trc lién théng quc gia
NGSP. Theo Khung kin trdc chinh quyn in t va thanh ph théng minh ca thanh ph a Nng, Kho d liu &
kt ni vi Trc lién théng LGSP kt ni n cac CSDL nn (cdng dan, doanh nghip, nhan h khu, t ai) va cac
CSDL chuyén nganh ca cac s, ban, nganh, qun huyn nhm thu thp d liu. ng thi, sn sang kt ni, tich
hp vi Nn tng tich hp chia s d liu quc gia NDXP va Trc lién théng quc gia NGSP thu nhn d liu t cac
CSDL quc gia va CSDL B, nganh Trung ng.

- Thanh ph a Nng & xay dng Cng d liu m (opendata.danang.gov.vn hoc congdulieu.vn) nhm cung
cp cac tp d liu m qua nhiu kénh tra cu, khai thac nh web, API, SMS, Zalo phc v cac t chc, ca nhan
khai thac, s dng. Kho d liu & kt ni vi Cng d liu m, qua 6 cho phép m d liu t cAc ¢ quan thanh ph (t
cac CSDL nn va chuyén nganh) a Ién Cng d liu m coéng khai ra bén ngoai.

- Thanh ph & Nng ang hinh thanh Trung tdm Giam séat iu hanh théng minh (I0C) va nn tng phan
tich d liu théng minh (Artificial Intelligence Platform). Kho d liu la mt trong nhng hp phn ca H thng

Nn tng thanh ph théng minh (Smart City Platform), cung cp toan b d liu cho Trung tdm IOC trinh
din, hin th; ng thi cung cp d liu cho nn tng phén tich d liu phc v khai pha, phéan tich théng minh.

e) Tinh bo mt va quyn riéng t

- H thng & xay dng sn sang phéan h Bo mt d liu (Data Security) nhm qun ly, m bo tinh toan vn d liu
va m bo rng d liu khéng th truy cp c bi cac bén trai phép va lam hng d liu. Bo mt d liu bao gm ma
hoéa d liu, ma théng béao va qun ly khéa bo v d liu trén tt ¢c cac ng dng va nn tng. H thng s dng chc
nng xac thc tp trung va ng nhp mt In ca H thng théng tin Chinh quyn in t thanh ph.

- H thng m bo kh nng phan quyn truy cp n tng bng, trng d liu. Mi hanh ng truy cp, c/ghi, thém mi, sa
i, hy b,.. u c ghi li nht ky va cung cp giao din trc quan ngi qun tr kim soét.

- Ap dng céc tiéu chun bo mt cng nh cac k thut nhm m bo tinh bo mt cho céc h thng, nhm tranh
cac li bo mt cé th phat sinh nh SQL Injection, XSS, CSR.

- Kim th m& ngun, ng dng trong qué trinh phat trin va trc khi a vao s dng.

- Xay dng phng an phong chng DDOS ngay t u nh: Ap dng proxy trong vao kin triic ng dng; s dng
Firewall Ic céc truy cp; &p dng bin phap chng DDOS tng Ip trinh.

- S dng giao thc https va xac thc ngi dung khi s dng h thng.

- Thit k h thng theo hng phan tan, tach bit h thng qun tr d liu va lu tr d liu.

- Thit Ip céac firewall va hn ch cac cng truy xut vao C s d liu.

- Xay dng c ch tracking thay i va thdng tin cho ngi qun tr.

- Giam sét tinh trng vn hanh h thng (Server, RAM, Storage).

-nh k sao lu d liu d phong.

- H thng ¢ cai t ti Trung tdm d liu thanh ph a Nng, do 6 k tha cac gii phap bo m an toan théng tin

chuyén dng nh Tng la External/lnternal, thit b phat hin va phong chng xadm nhp trai phép
(IPS/IDS), thit b can bng ti, h thng gidm sat an toan théng tin tp trung (SIEM),...



g) Snnhva tincy

- Cht Ing d liu thu nhn vao h thng ¢ gidm sat, qun ly va m bo théng qua: (1) h thng chun rang buc d
liu ¢ nh ngha rd rang, (2) cac tiéu chi &nh gia trung Ip d liu ¢ ngi dung thit Ip, tinh chnh c th, (3) qua
trinh chun hoa d liu bng tay hoc t ng u ¢ lu vt. Chinh vi vy, cht Ing d liu luén ¢ m bo.

- Lung thu nhn d liu ¢ Ip h's qun ly. Qué trinh thc thi ca lung thu nhn d liu ¢ theo ddi, ghi nht ky, qua
0 bo m c tinh r6 rang va tin cy v ngun gc d liu.

- D liu ca h thng, ngoai vic cé th sao lu-phc hi con ¢ &nh phién bn.

- Céac thanh phn 16i ¢ phéan tich, thit k, cai t va lam ch hoan toan nén h thng c6 kh nng bo hanh, bo
tri cao va d dang m rng, phat trin.

h) Kh nng tuy bin, m rng

- H thng xay dng theo hng Ip trinh tuy bin c4c chc nng hin ti. Mt s chc nng trong h thng c6 th ¢ m
rng bi ngi dung chuyén nghip théng qua vic cung cp cac on ma Ip trinh thém bao gm:

+ B sung cac ham chuyn i d liu (transformation function) trong céng on nh ngha lung thu nhn d liu.

+ B sung rang buc cho cac kiu d liu, nh ngha cac quy tc ap dng rang buc cho kiu d liu phu hp vi
yéu cu ca c quan, nv.

- H thng cé th c tuy bin phu hp vi quy mé d liu cng nh tinh cht, hot ng nghip v ca cac c quan, n v:
+V h tng phn cng, s Ing may trong cm may ch d liu, may ch ng dng cé th c tuy bin.

+ Chc nng chinh ca h thng - thc thi lung thu nhn d liu - ¢6 th ¢ Ip Ich linh hot ap ng vi nhu cu thc t
ca cac c quan.

- H thng c6 kh nng m rng ma khéng phi thay i kin tric h thng; m bo hiu nng cao vi ¢ ch hot ng song
song, a lung trong méi trng phéan tan, truy xut d liu nhanh khi d liu ngay cang In theo thi gian, m bo
s Ing giao dch nhiu ngi cung luc.

4. T chc trin khai
a) V chinh sach:

- Trc tién, S Thoéng tin va Truyn théng la ¢ quan ch tri tham mu UBND thanh ph ban hanh Quy ch
chia s d liu s trén a ban thanh ph ti Quyt nh s 846/Q-UBND ngay 21/02/2019 (trc khi Chinh ph ban
hanh Ngh nh s 47/2020/N-CP) xac nh ré cac danh mc d liu dung chung; trdch nhim ca c quan ch
gun d liu, qun ly, cp nht, chia s, s dng, khai thac d liu.

- S Théng tin va Truyn théng ch tri ban hanh c&c vn bn gi cac ¢ quan, a phng trén a ban thanh ph
chia s cac c¢ s d liu chuyén nganh thuc phm vi qun ly v Kho d liu dung chung thanh ph; t chc tp
hun, hng dn s dng.

- Tham mu khung hng dn trin khai xay dng, tip nhn cac ng dng mi phi c6 hp phn to, cp nhtd lius; c
bit 1a kt ni, chia s d liu v Kho d liu dung chung ca Thanh ph.

b) V truyn thong:

- Qung ba qua cac kénh truyn thdng in t ca thanh ph a Nng: Tng ai 1022 a Nng: qua kénh thoi, tin
nhn, fanpage mng x& hi, chatbot, Zalo ca Tng ai 1022; Cng Théng tin in t thanh ph, cac trang



théng tin in t ca cac s, nganh, a phng trén a ban thanh ph.

- Thng xuyén gii thiu Kho d liu dung chung ti c&c hi ngh, hi tho quc t va trong nc v xay dng thanh
ph thong minh, chuynis ...

5. Tn ti, hn ch
a) Cac CSDL quc gia v dan c, t ai cha c chia s cho cac a phng hinh thanh d liu nn/d liu tham chiu.

b) Cac ¢ quan Trung ng nh Céng an, Thu, Thng ké,... cha thc hin chia s d liu cho cac a phng do
vng cac quy nh phap lut chuyén nganh trdi vi quy nh ti Ngh nh s 47/2020/N-CP ngay 09/4/2020 ca
Chinh ph; do vy cac ¢ quan trén ch sa i Lut chuyén nganh mi trin khai chia s d liu.c) C4c B, nganh
Trung ng cha ban hanh cac chun d liu phc v kt ni, chia s. Cac CSDL chuyén nganh ca thanh ph
trin khai, hinh thanh trong qua trinh hot ng cha c thu thp y , khéng cht Ing, chun héa; do 6 tinh kh
dng ca d liu thp, cn c6 thi gian ra soat, hoan thin.

Bai hc rat ra

a) Thng nht v nguyén tc, quan im ch o (trong cac vn bn lién quan ca Thanh y, UBND thanh ph): D
liu ¢ to ra trong qua trinh hot ng ca ¢ quan nha nc la tai sn thuc s hu ca nha nc, khéng phi ca riéng
¢ quan/ca nhan nao; do 6 d liu phi c chia s, s dng chung gia cac ¢ quan nha nc.

b) Xay dng Kin trac d liu lam nh hng, kim ch nam cho xay dng, to Ip, kt ni, chia s, khai thac d liu ca
thanh ph. Kin trac d liu ca thanh ph m bo phu hp vi Kin trac d liu quc gia va Kin trdc d liu ca cac b,
nganh, a phng.

¢) Phi ban hanh trc Quy ch chia s d liu s trén a ban thanh ph.

d) Xay dng Kho d liu dung chung phan k nhiu giai on kp thi s dng, tip tc m rng, hoan thin; khéng
cu toan, trin khai quy mé qué In.

) Céac ng dng mi phi c6 hp phn to, cp nht d liu s; ¢ bit 1a kt ni, chia s d liu v Kho d liu dung chung ca
Thanh ph; ¢ bit c6 quy ch vn hanh, cp nht d liu cho ng dng 6 bo md liu luén c y, cht Ing va duy
nht; bo m cho chia sva s dngd liu.

e) Ly ngi dan, doanh nghip lam trung tam, ch th phc v; thng xuyén ra soat, &nh gia cht Ing d liu va
tinh hinh s dng, tai cu tric quy trinh s dng hiu qu hoc k tha d liu s, xem vic cung cp dch v s cho ngi
dan, doanh nghip la mt kt qu, u ra, la “gia tr" ca d liu s.

Theo "https://dx.danang.gov.vn/"




